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Section I: Executive Summary 
 
Overview  
 
This report has been prepared to provide customers (or “users”) of Powerwrap Limited (Powerwrap) with a 
description of its system of internal controls. The system, or internal control environment, is an essential 

component of an organisation’s governance structure. The objectives of an internal control system is to provide 
reasonable, but not absolute assurance as to the integrity and reliability of the financial information, the 
protection of assets from unauthorised use or disposition, and that transactions are valid. The management of 
Powerwrap have established and maintained an internal control system that monitors compliance with 
established policies and procedures.  
 
This report will be provided to relevant users and their auditors, who have a sufficient understanding to consider 
it, along with other information including information about controls operated by users themselves, so they may 
assess the risks of material misstatements of users’ financial reports.  
 
Scope 
 
The scope of this report includes the description of Powerwrap’s investment management and administration 
services system for processing customers’ transactions throughout the period from 1 July 2018 to 30 June 2019 
(the description), and on the design and operating effectiveness of controls related to the control objectives 
stated in the description.  
 
This report has been prepared in accordance with Australian Standard on Assurance Engagements 3402 
Assurance Reports on Controls at a Service Organisation (“ASAE 3402”). ASAE 3402 conforms with the 
International Standard for Assurance Engagements 3402 Assurance Reports on Controls at a Service 
Organization (“ISAE 3402”).  
 
The control objectives in this report are directly referenced from Guidance Statement GS 007 Audit Implications 
of the Use of Service Organisations for Investment Management Services (“GS 007” or “the Guidance 
Statement”), issued by the Auditing and Assurance Standards Board in Australia. 
 
The specific controls set out in Section VI of the report have been designed to achieve each of the control 
objectives. The controls have been in place throughout the period from 1 July 2018 to 30 June 2019 unless 
otherwise indicated. 
 
Specifically excluded from the scope of the service auditor’s procedures are complementary user entity controls, 
that is, controls assumed to be implemented by customers for stated control objectives to be met. Also excluded 
from the scope of the service auditor’s procedures are other services provided by us not described in the 
description.   
 
Powerwrap uses a number of sub service organisations which form part of the investment management and 
administration service system used by Powerwrap clients. This is further discussed in Section III of this report. 
 
This report is prepared on a carve out basis and therefore does not include controls at the sub-service 
organisations of Powerwrap. The effectiveness of controls performed by users and their service providers should 
also be considered as part of the overall system of controls. 
 
Summary of Results 
 
Below is a summary of the service auditor’s results and conclusions, by control objective. This summary of results 

does not provide all details relevant for users and their auditors, and should be read in conjunction with the 
entire report. The details of the specific controls tested, and the nature, timing and extent of those tests, are 
listed in Section VI.  
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Control Objective 

Number of 
controls 
effectively 
designed and 
operated 

Number of 
controls per 
control 
objective Results 

Conclusion 
(in all 
material 
respects) 

B1: New accounts are set up 
completely and accurately and in 
accordance with client agreements 
and applicable regulations 

4 5 Testing of one 
control 
resulted in a 
deviation, refer 
to B1.4.  
 
In addition, a 
mitigating 
control was 
identified and 
tested with no 
deviations, 
refer to B1.3. 
 

Control 
objective met 
 

B2: Complete and authorised client 
agreements including investment 
guidelines and restrictions are 
established prior to initiating 
investment activity. 
 

Refer to B1 Refer to B1 Refer to B1 Refer to B1 

B3: Asset investment transactions 
are properly authorised, executed 
and allocated in a timely and 
accurate manner. 

4 5 Testing of one 
control 
resulted in a 
deviation, refer 
to B3.5.  
 
No mitigating 
controls were 
identified and 
tested. 
However, 
based on 
procedures 
performed the 
control 
objective was 
met in all 
material 
respects. 
 

Control 
objective met 
 

B4: Transactions are undertaken 
only with approved brokers. 
 

Refer to B3 Refer to B3 Refer to B3 Refer to B3 

B5: Asset investment and related 
cash transactions are completely 
and accurately recorded and settled 
in a timely manner. 
 

Refer to B3 Refer to B3 Refer to B3 Refer to B3 

B6: Corporate events are identified 
and generated, respectively, and 
then actioned, processed and 
recorded accurately and in a timely 
manner. 
 

2 2 No deviations 
noted. 

Control 
objective met 
 

B7: Client new monies and 
withdrawals are processed and 
recorded completely and accurately 
on a timely basis, and withdrawals 
are authorised. 
 

Refer to B3 Refer to B3 Refer to B3 Refer to B3 

B8: Accounts are administered in 
accordance with the client 
agreements. 
 

Refer to B1 
and B13 

Refer to B1 
and B13 

Refer to B1 
and B13 

Refer to B1 
and B13 
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Control Objective 

Number of 
controls 
effectively 
designed and 
operated 

Number of 
controls per 
control 
objective Results 

Conclusion 
(in all 
material 
respects) 

B9: Changes to non‐monetary client 

data (for example, address changes 
and changes in allocation 
instructions) are authorised and 
correctly recorded on a timely 
basis. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

B10: Investment income and 
related tax is accurately recorded in 
the proper period. 
 
 

1 2 Testing of one 
control 
resulted in a 
deviation, refer 
to B10.2 
 
No mitigating 
controls were 
identified and 
tested. 
However, 
based on 
procedures 
performed the 
control 
objective was 
met in all 
material 
respects. 

 

Control 
objective met 
 

B11: Investments are valued using 
current prices obtained from 
independent external pricing 
sources or an alternative basis in 
accordance with client agreements. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

B12: Cash and securities positions 
are completely and accurately 
recorded and reconciled to third 
party data. 
 

Refer to B3 Refer to B3 Refer to B3 Refer to B3 

B13: Scheme fees and other 
account expenses are accurately 
calculated and recorded. 
 

2 3 Testing of one 
control 
resulted in a 
deviation, refer 
to B13.1 
 
However, a 
mitigating 
control was 
identified and 
tested with no 
deviations, 
refer to B13.2. 
 

Control 
objective met 
 

B14: Investments are properly 
registered and client money is 
segregated. 

2 2 No deviations 
noted. 

Control 
objective met 
 
 

B15: Appropriate segregation exists 
between the service organisation’s 
investment management and 
custody services, which may give 
rise to a conflict of interest. 
 
 
 

Refer to B14 Refer to B14 Refer to B14 Refer to B14 
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Control Objective 

Number of 
controls 
effectively 
designed and 
operated 

Number of 
controls per 
control 
objective Results 

Conclusion 
(in all 
material 
respects) 

B16: Client portfolios are managed 
in accordance with investment 
objectives, monitored for 
compliance with investment 
guidelines and restrictions and 
performance is measured. 
 

N/A N/A This is not 
applicable as 
Powerwrap is 
not involved in 
the provision of 
advice to 
clients. 
 

N/A 

B17: Transaction errors are 
rectified promptly in accordance 
with client agreements. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

B18: Broker exposures are 
monitored in accordance with client 
agreements and/or offer document. 
 

N/A N/A This is not 
applicable as 
Powerwrap is 
not a market 
participant and 
not a broker.  
 

N/A 

B19: Appointments of subservice 
organisations, including those 
providing investment management 
services, are approved, subservice 
organisations are properly managed 
and their activities are adequately 
monitored on a timely basis. 
 

3 3 No deviations 
noted. 

Control 
objective met 
 

B20: Client reporting in respect to 
portfolio transactions and holdings 
(including collateral) is complete 
and accurate and provided within 
required timescales. 
 

1 1 Testing of one 
control 
resulted in a 
deviation, refer 
to B20.1 
 
However, 
based on 
procedures 
performed the 
control 
objective was 
met in all 
material 
respects, refer 
to B20.1. 
 

Control 
objective met 
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Control Objective 

Number of 
controls 
effectively 
designed and 
operated 

Number of 
controls per 
control 
objective Results 

Conclusion 
(in all 
material 
respects) 

E1: New accounts are set up 
completely and accurately in 
accordance with the Scheme PDS, 
Compliance Plan and applicable 
regulations. 
 

Refer to B1 Refer to B1 Refer to B1 Refer to B1 

E2: Complete and authorised client 
agreements are established prior to 
initiating investment activity. 
 

Refer to B1 Refer to B1 Refer to B1 Refer to B1 

E3: Portfolio transactions are 
recorded completely, accurately 
and on a timely basis. 
 

Refer to B3 Refer to B3 Refer to B3 Refer to B3 

E4: Corporate actions are actioned, 
processed and recorded accurately 
and on a timely basis. 
 

Refer to B6 Refer to B6 Refer to B6 Refer to B6 

E5: Expenses are appropriately 
authorised and recorded in 
accordance with the service level 
agreement and/or client 
instructions, on a timely basis. 
 

Refer to B13 Refer to B13 Refer to B13 Refer to B13 

E6: Accounts are administered in 
accordance with client agreements. 
 
 

Refer to B1 
and B13 

Refer to B1 
and B13 

Refer to B1 
and B13 

Refer to B1 
and B13 

E7: Changes to non‐monetary static 

data (for example, address changes 
and changes in allocation 
instructions) are authorised and 
correctly recorded on a timely 
basis. 
 

Refer to B9 Refer to B9 Refer to B9 Refer to B9 

E8: Investment income and related 
tax are accurately calculated and 
recorded on a timely basis. 

 

Refer to B10 Refer to B10 Refer to B10 Refer to B10 

E9: Investments are valued using 
current prices obtained from 
independent external pricing 
sources, or an alternative basis in 
accordance with client agreements. 
 

Refer to B11 Refer to B11 Refer to B11 Refer to B11 

E10: Issue and cancellations of 
shares/units are recorded 
completely and accurately in the 
financial records and units on issue 
are regularly reconciled to data 
provided by custodians. 
 

Refer to B3 Refer to B3 Refer to B3 Refer to B3 

E11: Cash and securities are 
completely and accurately recorded 
and reconciled to third party data 
on a timely basis. 
 
 
 

Refer to B3 Refer to B3 Refer to B3 Refer to B3 

E13: Errors are identified, notified 
to clients and rectified promptly in 
accordance with client agreements. 
 
 

Refer to B3 Refer to B3 Refer to B3 Refer to B3 



8 
 

Control Objective 

Number of 
controls 
effectively 
designed and 
operated 

Number of 
controls per 
control 
objective Results 

Conclusion 
(in all 
material 
respects) 

E14: Appointment of subservice 
organisations, including those 
providing investment 
administration, are approved, 
subservice organisations are 
properly managed and their 
activities are adequately monitored 
on a timely basis. 
 

Refer to B17 Refer to B17 Refer to B17 Refer to B17 

E15: Periodic reports to clients, 
including calculation of net asset 
value if required, are accurate and 
complete and distributed on a 
timely basis. 
 

Refer to B19 Refer to B19 Refer to B19 Refer to B19 

E16: Annual reports and accounts 
are prepared in accordance with 
applicable laws and regulations. 
 

Refer to B20 Refer to B20 Refer to B20 Refer to B20 

E17: Tax policy is updated and 
reviewed on a timely basis. 
 

Refer to B20 Refer to B20 Refer to B20 Refer to B20 

E18: Tax information components 
and attributes used in the 
preparation of the income tax 
computation (current and deferred) 
are complete and calculated 
accurately in accordance with tax 
policy or as agreed with clients. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

E19: Difference between tax and 
accounting treatments are 
identified and calculated in 
accordance with tax policy or as 
agreed with clients and reported in 
a timely manner to clients. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

E20: Current and deferred tax 
balances in the general ledger are 
accurately recorded in accordance 
with the tax computation, and 
processed in a timely manner in 
accordance with tax policy or as 
agreed with clients. 
 

N/A N/A N/A N/A 

 

 

 

 

 

 

 

 



9 
 

Control Objective 

Number of 
controls 
effectively 
designed and 
operated 

Number of 
controls per 
control 
objective Results 

Conclusion 
(in all 
material 
respects) 

G1: Physical access to computer 
networks, equipment, storage 
media and program documentation 
is restricted to authorised 
individuals. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

G2: Logical access to computer 
systems, programs, master data, 
transaction data and parameters, 
including access by administrators 
to applications, databases, systems 
and networks, is restricted to 
authorised individuals via 
information security tools and 
techniques. 
 

2 2 No deviations 
noted. 

Control 
objective met 
 

G3: Segregation of incompatible 
duties is defined, implemented and 
enforced by logical security controls 
in accordance to job roles. 
 

Refer to G2 Refer to G2 Refer to G2 Refer to G2 

G4: IT processing is authorised and 
scheduled appropriately and 
exceptions are identified and 
resolved in a timely manner. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

G5: Appropriate measures, 
including firewalls and anti‐virus 

software, are implemented to 
counter the threat from malicious 
electronic attack. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

G6: The physical IT equipment is 
maintained in a controlled 
environment.  
 

1 1 No deviations 
noted. 

Control 
objective met 
 

G7: Development and 
implementation of new systems, 
applications and software, and 
changes to existing systems, 
applications and software, are 
authorised, tested, approved, 
implemented and documented. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

G8: Data migration or modification 
is authorised, tested and, once 
performed, reconciled back to the 
source data. 
 

N/A 1 No occurrences 
during the 
year, hence no 
control 
instances could 
be tested. 
 

N/A 
 

G9: Data and systems are backed 
up regularly offsite and tested for 
recoverability on a periodic basis. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

G10: IT hardware and software 
issues are monitored and resolved 
in a timely manner. 
 

1 1 No deviations 
noted. 

Control 
objective met 
 

G11: Business and information 
systems recovery plans are 
documented, approved, tested and 
maintained. 
 

1 1 No deviations 
noted. 

Control 
objective met 
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Control Objective 

Number of 
controls 
effectively 
designed and 
operated 

Number of 
controls per 
control 
objective Results 

Conclusion 
(in all 
material 
respects) 

G12: Information technology 
services provided to clients are 
approved, managed and 
performance thresholds met in 
accordance with the requirements 
of the client agreements. 

N/A N/A This is not 
applicable as 
Powerwrap 
does not 
provide 
information 
technology 
services to 
clients. 
 

N/A 

G13: Appointment of subservice 
organisations, including those 
providing IT services , are 
approved, subservice organisations 
are managed in accordance with 
the requirements of the client 
agreement and their activities are 
adequately monitored. 
 

2 2 No deviations 
noted. 

Control 
objective met 
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Section II: Statement by the Service Organisation  
 
 
The accompanying description has been prepared for customers who have used investment management and 
administration services system and their auditors who have a sufficient understanding to consider the description, 
along with other information including information about controls operated by customers themselves, when 

assessing the risks of material misstatements of customers’ financial reports/statements. Powerwrap confirms 
that: 
 
(a) The accompanying description in Section III fairly presents investment management and administration 

services system for processing customers’ transactions throughout the period 1 July 2018 to 30 June 2019.  
 
The criteria used in making this statement were that the accompanying description: 

 
i. Presents how the system was designed and implemented, including: 

 
 The types of services provided, including, as appropriate, classes of transactions processed. 

 
 The procedures, within both information technology and manual systems, by which those 

transactions were initiated, recorded, processed, corrected as necessary, and transferred to 
the reports prepared for customers. 
 

 The related accounting records, supporting information and specific accounts that were used 
to initiate, record, process and report transactions; this includes the correction of incorrect 
information and how information was transferred to the reports prepared for customers. 
 

 How the system dealt with significant events and conditions, other than transactions. 
 

 The process used to prepare reports for customers. 
 

 Relevant control objectives and controls designed to achieve those objectives. 
 

 Controls that we assumed, in the design of the system, would be implemented by customers, 
and which, if necessary to achieve control objectives stated in the accompanying description, 
are identified in the description along with the specific control objectives that cannot be 
achieved by ourselves alone. 
 

 Other aspects of our control environment, risk assessment process, information system 
(including the related business processes) and communication, control activities and monitoring 
controls that were relevant to processing and reporting customers’ transactions. 

 
ii. Includes relevant details of changes to the Powerwrap’s system during the period 1 July 2018 to 

30 June 2019. 
 

iii. Does not omit or distort information relevant to the scope of the system being described, while 
acknowledging that the description is prepared to meet the common needs of a broad range of 
customers and their auditors and may not, therefore, include every aspect of the system that each 
individual customer may consider important in its own particular environment.  

 

  

11 
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(b) The controls related to the control objectives stated in the accompanying description were suitably designed 
and operated effectively throughout the period 1 July 2018 to 30 June 2019. The criteria used in making 
this statement were that: 

 
i. The risks that threatened achievement of the control objectives stated in the description were 

identified; 
 

ii. The identified controls would, if operated as described, provide reasonable assurance that those 
risks did not prevent the stated control objectives from being achieved; and 

 
iii. The controls were consistently applied as designed, including that manual controls were applied by 

individuals who have the appropriate competence and authority, throughout the period 1 July 2018 
to 30 June 2019. 

 
 

Powerwrap Limited 
 
 
 
 
 

 
_______________________ 
 
William Davidson 
 
Chief Executive Officer 
 
30 September 2019  
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Section III: Description of the System accompanying the Statement by 
the Service Organisation  
 
Description of the Investment Management and Administration Services Provided 
 
Powerwrap provides its clients with expert investment execution, investment reporting and tax management 
services. 
 
The asset classes which are administered include: 
 

 ASX listed securities 
 Managed funds (On platform) 
 Unlisted trusts (Off platform)  
 International equities 
 Separately Managed Accounts (SMA) (ASX listed / Managed funds / International equities)  
 Bonds 
 Term deposits  
 Cash 

 
All transactions are initiated by the Advisor, listed on the account, except where the assets are held in an SMA 
environment. SMA transactions are executed in line with the Model Mangers current weightings. 
 
Investment administration includes: 

 Receipt and recording of income  
 Actioning of corporate action events  
 Communication with registry, issuer, fund manager or custodian 
 Reconciling all activity between source of information and the reporting system 
 Recording of all portfolio activity including asset and cash transactions, income events in the reporting 

tool 
 Management of static data  

 
Control Environment  
 
The control environment is an essential component of an organisation’s governance structure and includes the 

control consciousness of its people. It is the foundation for all other components of internal control, providing 
discipline and structure. The objectives of an internal control structure is to provide reasonable, but not absolute, 
assurance as to the integrity and reliability of the financial information, the protection of assets from unauthorised 
use or disposition, and that transactions are executed in accordance with management’s authorisation and client 
instructions.  
 
The management of Powerwrap have established and maintained an internal control structure that monitors 
compliance with established policies and procedures.  
 
Powerwrap’s executive management are accountable to the Board of Directors of Powerwrap for monitoring the 
system of internal control within the business. Powerwrap’s executive management have implemented an internal 
control system designed to facilitate effective and efficient operations. The control environment has been 
designed to enable management to respond appropriately to significant business, operational, financial, 
compliance and other risks. The system of internal control contributes to ensuring adequate control of internal 
and external reporting and compliance with applicable laws and regulations. 
 
Powerwrap regards its internal control environment as fundamental to its business strategy. All business 
development initiatives are required to adhere to stringent control standards.  
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Control environment elements, and the extent to which each is addressed at Powerwrap Limited are listed and 
described below: 
 

A. Communication and enforcement of integrity and ethical values 
 
Communication and continuous training is provided to all staff around the importance of a strong 
controls’ environment. This is reinforced by the robust compliance and risk framework that Powerwrap 
operates, ensuring all staff are held accountable for their actions. 
 

B. Commitment to competence 
 
Powerwrap’s recruitment process ensures that new employees are able to demonstrate the core 
capabilities required of the role. This process includes both qualitative and quantitative processes. 
Powerwrap invests in its people and is focused on identifying the skills needed for a role and providing 
appropriate training. 
 

C. Participation by those charged with governance 
 
Managers are tasked with ensuring that all required compliance tasks within their teams are 
satisfactorily undertaken. 
 

D. Management’s philosophy, and operating style 
 

Powerwrap management creates a collaborative environment with regards to ongoing maintenance of 
our controls environment and holds all staff to account to uphold all required controls. 
 

E. Organisational structure 
 
The structure of the Powerwrap team ensures significant management experience coupled with 
adequate staffing levels across all operations areas. 
 

F. Assignment of authority and responsibility 
 
All senior management have appropriate authority to perform their duties and have defined 
responsibilities to ensure the controls environment is adequate and adhered to. 
 

G. Human resource policies and practices 
 
Powerwrap has policies and established practices that cover all aspects of Powerwrap’s controls 
including, but not limited to, data privacy and security, incident reporting, ethical standards.  
 

H. Risk assessment 
 
The Powerwrap Executive Risk and Audit Committee oversee the ongoing risks of the business. 
Management report to the committee monthly on their assessment of the various risks under their 
control. 
 

I. Information and communication 
 
Powerwrap operates a robust technology environment, actively monitoring all inbound and outbound 
email traffic, preventing data leakage by restricting access to sensitive information and by conducting 
continuous training on cyber security.  
 

J. Monitoring 
 
Underpinning all of Powerwrap’s activity is constant monitoring by the Powerwrap’s compliance function. 
Tasks and risk assessments are assigned owners who then obligated to provide updates and evidence 
of compliance .   

 
In determining the controls and control objectives we took into account the following criteria: 
 

 The risks that threatened achievement of the control objectives stated in the description were identified;  
 

 The identified controls would, if operated as described, provide reasonable assurance that those risks 
did not prevent the stated control objectives from being achieved; and 

 
 The description of the controls and control environment does not omit relevant information. 
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The System 
 
The stated internal control objectives and related controls included in this report apply to Powerwrap operations 
as they relate only to investment management and administration services.  
 
The effectiveness of controls performed by clients of Powerwrap should also be considered as part of the overall 
system of control relating to Powerwrap’s investment management and administration services. 
 
The Portfolio Administration System is provided by Praemium Limited. The system allows Powerwrap and the 
associated advisers to administer client accounts including: transact in certain asset classes, store static and 
financial data, perform certain calculations and create reports.   
 
Powerwrap and its clients have the ability to initiate transactions through a number of different systems 
depending on the type of asset being traded. Order information flows from these systems into the Powerwrap 
platform for reporting and reconciliation purposes. 
 
Only assets which are on the Approved Product lists may be traded. 
 
On a daily basis Powerwrap receives holding files from external holders of client assets which are then matched 
against holdings displayed on the Powerwrap platform. 
 
Advisor and clients have access to the Powerwrap platform where they have the ability to view a number of 
reports including transactions and Portfolio valuation reports. Access to the platform is available 24/7. 

 
Service Providers and Outsourced Relationships  
 
Powerwrap has selectively engaged third party services providers, and Powerwrap’s clients and investors can be 
assured that they are being supported by broad ranging and high levels of technical expertise, skills and 
resourcing, whilst still maintaining the independence and other advantages of a boutique culture.  
 
Controls at Subservice Organisations 
 
Powerwrap uses Praemium, Ausmaq and Deutsche Bank to provide investment services, which form part of the 
investment management and administration service system used by Powerwrap clients. The technology which 
underpins many of the functions is provided by Praemium. Ausmaq, Pershing and Deutsche Bank provide 
custodial services for Managed Funds and Fixed Income, respectively. IRESS is also used and provides a best 
practice solution for portfolio management, dealing and reporting services. 
 
Powerwrap’s description of the system includes Powerwrap’s monitoring controls over the operating effectiveness 
of the controls at Praemium, Ausmaq, Pershing and Deutsche Bank and includes, specific to investment 
management and administration, the relevant control objectives and related controls of Praemium, Ausmaq, 
Pershing and Deutsche Bank.  
 
Internal Control Objectives and Related Controls 
 
This report sets out control objectives for the investment management and administration services of the 
Powerwrap Scheme and the specific controls established to meet each of those objectives. These control 
objectives include the control objectives for investment management and administration services provided in 
Guidance Statement 007 Audit Implications of the Use of Service Organisations for Investment Management and 
Administration Services issued by the Auditing and Assurance Standards Board. 
 
People and Culture 
 
Powerwrap has recruitment and ongoing training procedures in place to provide its staff with the requisite 
industry experience and qualifications to meet the needs of the business. Powerwrap regards the experience and 
training of its people as central to the maintenance of standards and to the appropriate design and operation of 
internal controls.    
 
Powerwrap’s Compliance Policies & Procedures 
 
Powerwrap has a compliance framework which includes regularly updated internal policies and procedures which 
reflect our legislative and client obligations. There is also a requirement for relevant staff to participate in ongoing 
training and to answer a series of regular assurance questions. 
 
Use and Scope of this Report 
 
The stated internal control objectives and related controls included in this report apply only to investment 
management and administration services and related information technology services. Specifically excluded from 

this report are complementary controls executed by our clients and other services provided by Powerwrap. 
Further, this report is prepared on a carve out basis and therefore does not include controls residing at service 
organisations of Powerwrap Limited (for example custodian). The effectiveness of controls performed by clients 
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and their service providers (including custodians) should also be considered as part of the overall system of 
control relating to investment management and administration. 
 
The specific controls set out in the remainder of the report have been designed to achieve each of the control 
objectives set out in GS 007. The controls have been in place throughout the period from 1 July 2018 to 30 June 
2019 unless otherwise indicated.  
 
Please note that there has been a modification to the description of Control Objective E10 where reconciliations 
are performed with data provided by custodians, instead of registries. There is no data that is maintained on 
registries.   
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Section IV: Independent Service Auditor’s Assurance Report on the 
Description of Controls, their Design and Operating Effectiveness 
 
To the Directors of Powerwrap Limited  
 
Scope 
 
We have been engaged to report on Powerwrap Limited’s description in Section III of its investment 
management and administration services system for processing customers’ transactions throughout the 
period from 1 July 2018 to 30 June 2019 (the description), and on the design and operation of controls 
related to the control objectives stated in the description. 

 
Powerwrap Limited’s Responsibilities  
 
Powerwrap Limited is responsible for: preparing the description and accompanying statement in Section II, 
including the completeness, accuracy and method of presentation of the description and statement; providing 
the services covered by the description; stating the control objectives; and designing, implementing and 
effectively operating controls to achieve the stated control objectives. 
 
Our Independence and Quality Control 
 
We have complied with relevant ethical requirements related to assurance engagements, which are founded 

on fundamental principles of integrity, objectivity, professional competence and due care, confidentiality and 
professional behaviour. 
 
The firm applies Auditing Standard ASQC 1 Quality Control for Firms that Perform Audits and Reviews of 
Financial Reports and Other Financial Information, Other Assurance Engagements and Related Services 
Engagements and accordingly maintains a comprehensive system of quality control including documented 
policies and procedures regarding compliance with ethical requirements, professional standards and 
applicable legal and regulatory requirements. 
 
Service Auditor’s Responsibilities 
 
Our responsibility is to express an opinion on Powerwrap Limited’s description and on the design and 

operation of controls related to the control objectives stated in that description, based on our procedures. 
We conducted our engagement in accordance with Standard on Assurance Engagements ASAE 3402 
Assurance Reports on Controls at a Service Organisation, issued by the Auditing and Assurance Standards 
Board. ASAE 3402 requires that we comply with relevant ethical requirements and plan and perform our 
procedures to obtain reasonable assurance about whether, in all material respects, the description is fairly 
presented and the controls are suitably designed and operating effectively. 
 
An assurance engagement to report on the description, design and operating effectiveness of controls at a 
service organisation involves performing procedures to obtain evidence about the disclosures in the service 
organisation’s description of its system, and the design and operating effectiveness of controls. The 
procedures selected depend on our judgement, including the assessment of the risks that the description is 
not fairly presented, and that controls are not suitably designed or operating effectively. Our procedures 

included testing the operating effectiveness of those controls that we consider necessary to provide 
reasonable assurance that the control objectives stated in the description were achieved. An assurance 
engagement of this type also includes evaluating the overall presentation of the description, the suitability 
of the objectives stated therein, and the suitability of the criteria specified by the service organisation and 
described in Section II. 
 
Sundaram Business Services Limited, a subservice organisation performs as a support function to the 
operations team in the provision of investment administration services. The inclusive method has been used 
in relation to them. 
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Powerwrap’s description of its system includes control objectives and related controls at the subservice 
organisation, Sundaram Business Services Limited. Our procedures extended to controls at Sundaram 
Business Services Limited. 
 

Praemium, Ausmaq, Pershing and Deutsche Bank are other subservice organisations performing as a support 
function to the operations in the provision of platform, broking and custodian services. The carve-out method 
has been used in relation to them. 
 
Powerwrap’s description of its system excludes the control objectives and related controls at the subservice 
organisations, Praemium, Ausmaq, Pershing and Deutsche Bank; consequently, our procedures did not 
extend to controls at the subservice organisations.   
 
We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion. 
 
Limitations of Controls at a Service Organisation 
 

Powerwrap Limited’s description is prepared to meet the common needs of a broad range of customers and 
their auditors and may not, therefore, include every aspect of the system that each individual customer may 
consider important in its own particular environment. Also, because of their nature, controls at a service 
organisation may not prevent or detect all errors or omissions in processing or reporting transactions. Also, 
the projection of any evaluation of effectiveness to future periods is subject to the risk that controls at a 
service organisation may become inadequate or fail. 
 
Opinion 
 
Our opinion has been formed on the basis of the matters outlined in this report. The criteria we used in 
forming our opinion are those described in Section II. In our opinion, in all material respects: 

(a) The description in Section III fairly presents the investment management and administration 

services system as designed and implemented throughout the period from 1 July 2018 to 30 June 
2019; 

(b) The controls related to the control objectives stated in the description in Section III were suitably 
designed throughout the period from 1 July 2018 to 30 June 2019; and 

(c) The controls tested, which were those necessary to provide reasonable assurance that the control 
objectives stated in the description in Section III were achieved, operated effectively throughout 
the period from 1 July 2018 to 30 June 2019. 

 
Description of Tests of Controls 
 
The specific controls tested and the nature, timing and results of those tests are listed in Section VI. 

 
Intended Users and Purpose 
 
This report and the description of tests of controls in Section VI are intended only for customers who have 
used Powerwrap Limited’s investment management and administration services system, and their auditors, 
who have a sufficient understanding to consider it, along with other information including information about 
controls operated by customers themselves, when assessing the risks of material misstatements of 
customers’ financial reports/statements.  
 

 
DELOITTE TOUCHE TOHMATSU 
 

 
Lani Cockrem 

Partner 
Chartered Accountant 
Melbourne, 30 September 2019 
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Section V: Overview of the Work Performed 
 
Introduction  
 
This report on the description of the system is intended to provide customers and their auditors with information 
for their evaluation of the effect of a service organisation on a customer’s internal control relating to Powerwrap 

Limited’s (Powerwrap) controls over investment management and administration services system throughout 
the period 1 July 2018 to 30 June 2019. 
 
Deloitte Touche Tohmatsu’s engagement was conducted in accordance with the Standard on Assurance 
Engagements 3402, Assurance Reports on Controls at a Service Organisation, issued by the Auditing and 
Assurance Standards Board. Testing of Powerwrap’s controls was restricted to the control objectives and related 
control activities listed in Section VI and was not extended to controls that may be in effect at user organisations.  
 
Deloitte Touche Tohmatsu’s work was carried out at the premises of Powerwrap at 356 Collins Street, Melbourne 
VIC 3000. The scope of work was based on criteria (control objectives) agreed with management of Powerwrap 
prior to the commencement of work.  
 
* Deloitte Touche Tohmatsu’s report does not include controls at the sub service organisations which form part 
of the investment management and administration service system used by Powerwrap clients. This is further 
discussed in Section III of this report. 
 
Control environment elements  
 
The control environment sets the tone of an organisation, influencing the control consciousness of its people. It 
is the foundation for other components of internal control, providing discipline and structure. In addition to the 
tests of design, implementation, and operating effectiveness of controls identified by Powerwrap, Deloitte Touche 
Tohmatsu’s procedures included tests of the following relevant elements of Powerwrap’s control environment: 
 

A. Communication and enforcement of integrity and ethical values 
B. Commitment to competence 
C. Participation by those charged with governance 
D. Management’s philosophy, and operating style 
E. Organisational structure 
F. Assignment of authority and responsibility 
G. Human resource policies and practices 
H. Risk assessment 
I. Information and communication 
J. Monitoring 

 
Such tests included inquiry of the appropriate management, supervisory, and staff personnel; observation of 
Powerwrap’s activities and operations, inspection of Powerwrap’s documents and records, and re-performance 
of the application of Powerwrap’s controls. The results of these tests were considered in planning the nature, 
timing, and extent of testing of the control activities described in Section VI. 
 
Obtaining Evidence Regarding the Description 
 
Deloitte Touche Tohmatsu obtained and read the service organisation’s description of its system in Section III, 
and evaluated whether those aspects of the description included in the scope of the engagement are fairly 
presented, including whether:  
 

a) Control objectives stated in the service organisation’s description of its system are reasonable in the 
circumstances;  

b) Controls identified in that description were implemented; 
c) Complementary user entity controls, if any, are adequately described; and 
d) Services performed by a subservice organisation, if any, are adequately described, including whether 

the inclusive method or the carve-out method has been used in relation to them.  
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Obtaining Evidence Regarding Design of Controls 
 
In determining which of the controls at the service organisation are necessary to achieve the control objectives 
stated in the service organisation’s description of its system, Deloitte Touche Tohmatsu assessed whether those 
controls were suitably designed. This included: 
 

a) Identifying the risks that threaten the achievement of the control objectives stated in the service 
organisation’s description of its system; and 
 

b) Evaluating the linkage of controls identified in the service organisation’s description of its system with 
those risks. Some of the considerations Deloitte Touche Tohmatsu took into account included: 

i. Appropriateness of the purpose of the control and its correlation to the risk/assertion 
ii. Competence and authority of the person(s) performing the control 
iii. Frequency and consistency with which the control is performed 
iv. Level of aggregation and predictability 
v. Criteria for investigation (i.e. threshold) and process for follow-Up 

 
Tests of operating effectiveness 
 
Deloitte Touche Tohmatsu’s tests of the controls were designed to cover a representative number of transactions 
throughout the period from 1 July 2018 to 30 June 2019. In determining the nature, timing and extent of tests 
we considered the following: 
 

a) Nature and frequency of the controls being tested 
b) Types of available evidential matter 
c) Nature of the control objectives to be achieved 
d) Assessed level of control risk  
e) Expected effectiveness of the test, and  
f) Results of tests of the control environment. 

 
Testing the accuracy and completeness of information provided by Powerwrap is also part of the testing 
procedures performed.  Information we utilized as evidence may have included, but was not limited to: 
 

 Standard “out of the box” reports as configured within the system  
 Parameter-driven reports generated by Powerwrap’s systems 
 Custom-developed reports that are not standard to the application such as scripts, report writers, and 

queries 
 Spreadsheets that include relevant information utilized for the performance or testing of a control 
 Powerwrap prepared analyses, schedules, or other evidence manually prepared and utilized by 

Powerwrap. 
 
While these procedures may not be specifically called out in the test procedures listed in Section VI, they may 
be completed as a component of testing to support the evaluation of whether or not the information is sufficiently 
precise and detailed for purposes of fully testing the controls identified by Powerwrap. 
 
Description of testing procedures performed 
 
Deloitte performed a variety of tests relating to the controls listed in Section VI throughout the period from 1 
July 2018 to 30 June 2019. The tests were performed on controls as they existed during this period and were 
applied to those controls relating to control objectives specified by Powerwrap. 
 
Tests performed for the purpose of this report may have included, but were not limited to those described below: 
 

Test Description 

Inquiry Conducted detailed interviews with relevant personnel to obtain evidence that the 
control was in operation during the report period and is accompanied by other 
procedures noted below that are necessary to corroborate the information derived 
from the inquiry. 

Observation Observed the performance of the control multiple times throughout the report 
period to evidence application of the specific control activity. 

Inspection of 
documentation 

If the performance of the control is documented, inspected documents and 
reports indicating performance of the control. 

Reperformance of 
monitoring activities or 
manual controls 

Obtained documents used in the monitoring activity or manual control activity 
and independently reperformed the procedures. Compared any deviation items 
identified with those identified by the responsible control owner.  

Reperformance of 
programmed processing 

Input test data, manually calculated expected results, and compared actual 
results of processing to expectations. 
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Sampling Methodology 
 
In terms of frequency of the performance of the control by Powerwrap, we consider the following guidance when 
planning the extent of tests of control for specific types of control. 
 

a) The purpose of the procedure and the characteristics of the population from which the sample will be 
drawn when designing the sample; 

b) Determine a sample size sufficient to reduce sampling risk to an appropriately low level; 
c) Select items for the sample in such a way that each sampling unit in the population has a chance of 

selection; 
d) If a designed procedure is not applicable to a selected item, perform the procedure on a replacement 

item; and 
e) If unable to apply the designed procedures, or suitable alternative procedures, to a selected item, treat 

that item as a deviation. 
 

The following guidelines are at a minimum followed in performing the test of controls:   
 

Frequency of control activity Minimum sample size 

Annual 1 

Quarterly  2 

Monthly 2 

Weekly 5 

Daily 15 

Many times per day 25 

Automated Controls Test one instance of each automated control. 

Indirect Controls (e.g., indirect entity-

level controls, general IT controls) 

For those indirect entity-level controls that do not themselves 

directly address risks of material misstatement, the above is the 
suggested minimum sample size for the test of operating 
effectiveness. 
 
In the event that the indirect control is directly responsive to the 
control objective, the above is the minimum sample size for the 
test of operating effectiveness. 

The table assumes zero deviations.  

 
The nature and cause of deviations identified (if any), were evaluated to conclude on whether the deviations 
are material individually or in combination.   
 
Reporting on results of testing 
 
In most instances, controls are performed in the same manner and with the same degree of intensity for all 
clients.  For this reason, samples were chosen from the whole population of Powerwrap transactions. Deloitte 
Touche Tohmatsu does not have the ability to determine whether a deviation will be relevant to a particular user, 
consequently all deviations are reported. 
 
Results of testing 
 
The concept of effectiveness of the operation of controls recognises that some deviations in the way controls are 
applied by Powerwrap may occur.  Deviations from prescribed controls may be caused by such factors as changes 
in key personnel, significant seasonal fluctuations volume of transactions and human error. 
 
We use judgement in considering the overall operating effectiveness of the control by considering the number of 
deviations detected, the potential significance of the financial statement effect, as well as other qualitative 
aspects of the deviations such as the cause of the deviation. 
 
When we identify a deviation for a periodic or automated control, we consider whether other controls / mitigating 
controls may provide the evidence we require. 
 
If we find a single deviation in the initial sample for a recurring manual control operating multiple times per day, 
when we did not expect to find control deviations, we consider whether the deviation is representative of 
systematic or intentional deviations. 
 
If control deviations are found in tests of controls which operate daily or less frequently, the sample size cannot 
be extended and we assess such controls as ineffective. 
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Section VI: Control Objectives, Control Activities, Testing of Design and Implementation and Operating 
Effectiveness 

 
Introduction 
  
This section presents the following information provided by Powerwrap: 

 
 The control objectives specified by the management of Powerwrap.  

 
 The controls established and specified by Powerwrap to achieve the specified control objectives.  

 
Also included in this section is the following information provided by Deloitte Touche Tohmatsu: 

 
 A description of the tests performed by Deloitte Touche Tohmatsu to determine whether Powerwrap’s controls were operating with sufficient effectiveness to 

achieve specified control objectives. Deloitte Touche Tohmatsu determined the nature, timing, and extent of the testing performed. 
 

 The results of Deloitte Touche Tohmatsu’s tests of controls. 
 
*It is each user’s responsibility to evaluate the information included in this report in relation to internal control in place at individual user entities to obtain an understanding 
and to assess control risk at the user entities. The controls at user entities and Powerwrap’s controls should be evaluated together. If effective customer controls are not in 
place, Powerwrap’s controls may not compensate for such weaknesses. 

 
*Controls that are performed by Powerwrap’s users remain their responsibility and were not tested as part of this engagement.  
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INVESTMENT MANAGEMENT 
 

Control 
Reference  

Control Activity Test Procedures Results of Tests 

ACCEPTING CLIENTS 

B1 New accounts are set up completely and accurately and in accordance with client agreements and applicable regulations 
 

B1.1 New accounts are set up by Advisors in the 
Portfolio Administration System using their 
unique login and password. 
 

Powerwrap outsources controls over user access 
restrictions to a third party Portfolio 
Administration Service Provider (Praemium) as 
per the terms set out in the service level 
agreement. 
 
Service level reviews are undertaken by 
Powerwrap management. 
 
Praemium provides an audited ASAE 3402 report 
which outlines the results of internal control 
testing around this control activity.  
 

 
 
 
 
Inspected Services Agreement between 
Powerwrap and Praemium to evidence that 
provision for support services are governed by a 
valid agreement.  
 
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 
Refer to B19.3 for reviews of audited ASAE 3402 
reports undertaken by Powerwrap management. 
 

 
 
 
 
No deviations noted. 
 
 
 
 
 
Refer to B19.2 
 
 
Refer to B19.3 
 
 

B1.2 Incomplete applications are automatically 
rejected by the Portfolio Administration System. 
 
 

For a sample of 1, observed that an incomplete 
application was automatically rejected by the 
Portfolio Administration System.  
 

No deviations noted. 
 
 
 

B1.3 A workflow queue/ticket is created by the Advisor 
for new applications forms received.  
 
New accounts are opened based on an 
application form signed by the Investor and 
Advisor as evidence of authorisation and 
approval.  
 

 
 

For a sample of 35 workflow queue/tickets, 
performed the following: 
 

 inspected the workflow queue/ticket created 
by the Advisor; and  
 

 inspected that application forms were signed 
by the Investor and the Advisor as evidence 
of authorisation and approval. 

No deviations noted. 
 
 
 

 
 
 
 

Sundaram Business Services (SBS) validates 
Investor data in the Portfolio Administration 
System against the completed application form.  
 

Inspected Services Agreement between 
Powerwrap and SBS to evidence that provision 
for support services are governed by a valid 
agreement.  

No deviations noted. 
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Investor data comprises of: 
 Portfolio details 
 Tax details 
 Authorised signatories 
 Address and contact details 
 Cash account details 
 Investment details 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

 
 
 
 
 
 
 
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 

 
 
 
 
 
 
 
 
Refer to B19.2 
 

The Powerwrap Onboarding and Asset Transfer 

(OBAT) team review all account openings prior to 
confirming to Advisors. The OBAT team check all 
SBS inputs and updates and ensure counter party 
accounts are correctly set up.  
 
Only once these checks are completed will the 
OBAT team confirm the account set up to the 
Advisor. 
 

For a sample of 35 workflow queue/tickets, 

performed the following: 
 
 inspected that the Powerwrap OBAT 

reviewed the account opening prior to 
confirming to Advisors. 

No deviations noted.  

B1.4 A New Client On-boarding Electronic Checklist is 
utilised to set up the Investor in the Portfolio 
Administration System and is marked as 
“completed” by SBS upon completion prior to any 
investment activity commencing on that account.  
 

For a sample of 35 new Investors, inspected the 
electronic checklist for evidence that each step 
has been completed. 
 
 

For 1 out of 35 samples, one of the steps in the 
checklist was not completed.  
 
Mitigating control identified: 
We identified a mitigating control at B1.3. 
 
Refer to management’s response in Section VII 
 

B1.5 
 

Once Investor set-up is complete, Investors 
receive a unique username and password to 
access the Portfolio Administration System. 
 
The unique username is sent to the Investor by 
e-mail. 
 
The password is sent separately in a welcome 
letter that is prepared by SBS and then physically 
mailed to the Investor by the Powerwrap OBAT 
team. 
 
 

For a sample of 35 new Investors, inspected 
welcome e-mails containing each Investor’s 
unique username and welcome letters issued 
containing the Investor’s password. 
 

No deviations noted. 
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B2 Complete and authorised client agreements including investment guidelines and restrictions are established prior to initiating investment activity. 
 

 Investment activity cannot commence until 
Investor accounts and trading accounts have 
been properly and accurately set up in the 
Portfolio Administration System.  
 

Refer to B1.3 and B1.4 Refer to B1.3 and B1.4 
 
 

AUTHORISING AND PROCESSING TRANSACTIONS 

B3 Asset investment transactions are properly authorised, executed and allocated in a timely and accurate manner. 
 

B3.1 Separately Managed Accounts (“SMA”): 
 

Investment and redemption instructions 
communicated by Advisors via service desk or 
email are actioned by the Powerwrap 
Intermediary Desk.  
 
Trades are automatically generated in line with 
Model Portfolio guidelines. Powerwrap fully 
administers SMAs including execution, allocation 
and settlement. 
 
 
 
 
 
 
 
 
 
 

 

Inquired with the Operations Manager that 
investment and redemption instructions are:  

 
 authorised by the Investors, who 

communicate instructions to their Advisors. 
This is completed by the Advisor through 
initiating an online trade instruction; 
 

 executed through the automatic feed of the 
instruction to the IT system of the approved 
broker, custodian or deposit holding bank; 
and  
 

 allocated in the Portfolio Administration 
System through the automatic data feed 
from the IT system of the approved broker, 
custodian or deposit holding bank.   

 
Selected a sample transaction and corroborated 
the process description noted above through 
walkthroughs.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
No deviations noted.  
 

Model Managers report quarterly on compliance 
with the Model Manager Agreement. 

For a sample of 10 compliance reports, 
inspected the Model Managers’ Quarterly 
Compliance Reports and Quarterly Compliance 
Declarations to verify compliance with the 
Model Manager Agreement.  
 

No deviations noted.  
 

B3.2 On platform managed funds: 
Trade orders are placed in the Portfolio 
Administration System by Advisors for which 
automated instructions are sent to custodians 

Inquired with the Operations Manager that 
investment instructions processed are: 
 
 authorised by the Investors, who 
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(e.g., Ausmaq).  
 
Once trades have been settled by Ausmaq, an 
Electronic Trade Confirmation is sent to 
Praemium for upload into the Portfolio 
Administration System. 
 

ASX listed securities: 
Trade orders are placed in the Portfolio 
Administration System by Advisors for which 
automated instructions are sent to brokers (e.g., 
Pershing).  
 
Once trades have been matched by brokers, an 
Electronic Trade Confirmation is sent to 
Praemium for upload into the Portfolio 
Administration System. 
 

Off platform internationally traded securities: 
Advisors send trade instructions directly to the 

brokers (e.g., Pershing), who records and settles 
trades and generates a settled transaction report. 
The report is reviewed by SBS and uploaded to 
client accounts in the Portfolio Administration 
System.          
                                                                                                                                                                                                              

communicate instructions to their Advisors. 
This is completed by the Advisor through 
initiating an online trade instruction.  
 

 executed through the automatic feed of the 
instruction to the IT system of the approved 
broker, custodian or deposit holding bank; 
and  

 
 allocated in the Portfolio Administration 

System. 
 
Selected a sample transaction and corroborated 
the process description noted above through 
walkthroughs.  
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
No deviations noted.  
 
 
 
 
 
 
 

 
 
 

Powerwrap places reliance on custodians/brokers 
for controls on the accuracy of trades executed.  
 
Custodians/brokers provide audited ASAE 3402 
reports which outlines the results of internal 
control testing around this control activity.   
 

 
 
 
Refer to B19.3 for reviews of audited ASAE 3402 
reports undertaken by Powerwrap management. 

 
 
 
No deviations noted. 
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B3.3 Off platform managed funds 
Instructions to buy or sell are received by 
Powerwrap Intermediary Desk from Advisors. 
These instructions include an application / 
redemption form. Where the form is not included, 
Powerwrap will populate an application / 
redemption form (this depends on the service 
being provided). The form is signed under 
Limited Power of Attorney. The forms are sent to 
the fund managers for execution. On execution, 
Powerwrap is notified with a confirmation of units 
by way of a contract note and the transaction is 
allocated to the portfolio. 
 

For a sample of 12 off platform managed funds, 
performed the following: 
 
 inspected instructions received from Advisors 

to evidence authorization of the transaction; 
 

 checked that the contract notes agree with 
the trade instructions to evidence proper 
execution; and 

 
 inspected that transactions were reflected 

accurately in the Investor’s account in the 
Portfolio Administration System. 

 

No deviations noted. 
 
 
 
 
 
 
 

 
 

 
 

A checklist is completed and signed off by the 
Operations Team as evidence that a review has 
been performed to ensure that off platform 
managed fund transactions are properly executed 
with the Fund Manager and allocated in the 
Platform Administration System. 
 

For a sample of 12 off platform managed funds, 
inspected the checklist is completed and signed 
by the Operations Team to evidence that a 
review has been performed to determine whether 
transactions are properly executed and allocated 
in the Platform Administration System. 

No deviations noted. 
 

B3.4 Term deposits with Australian Money Market: 
Online applications are filed by Advisors and 
funds are transferred to a deposit holding bank.  
Settlement confirmations are sent to Praemium 
to be uploaded into client accounts in the 
Portfolio Administration System for automated 
asset allocation. 
 

 

Inquired with the Operations Manager that 
investment instructions processed electronically 
through the Portfolio Administration System are:  
 
 authorised by the Investors, who 

communicate instructions to their Advisors. 
This is completed by the Advisor through 
initiating an online trade instruction.  
 

 executed through the automatic feed of the 
instruction to the IT system of the approved 
broker, custodian or deposit holding bank; 
and  

 
 allocated in a timely manner in the Portfolio 

Administration System through the 
automatic data feed from the IT system of 
the approved broker, custodian or deposit 
holding bank and Praemium.   
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Selected a sample transaction and corroborated 
the process description noted above through 
walkthroughs.  
 

No deviations noted. 
 

Term deposits not with Australian Money Market: 
Instructions for investments in term deposits are 
received via the service desk from clients based 
on application forms filled out and submitted for 
settlement. On settlement date, assets are 
manually allocated to client accounts in the 
Portfolio Administration System by an Operations 
Team Member.  

 
On platform internationally traded securities: 
Advisors send trade instructions directly to the 
Powerwrap Intermediary Desk and orders are 
routed to an executing broker. On execution of 
trades, Powerwrap receives notification via email 
by way of a contract note and client assets are 
allocated to client accounts in the Portfolio 
Administration System. 
 

All trade requests and corresponding cash 
amount are entered into the Portfolio 
Administration System by two separate 
individuals. A cash matching then automatically 
occurs within the Portfolio Administration System. 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

For a sample of 12 term deposits not with 
Australian Money Market and 12 on platform 
internationally traded securities, performed the 
following: 

 
 inspected instructions received from Advisors 

to evidence authorization of the transaction; 
 

 checked that the contract notes agree with 
the trade instructions to evidence proper 
execution; and 

 
 inspected that transactions were reflected 

accurately in the Investor’s account in the 
Portfolio Administration System. 

 
 
 
Inspected Services Agreement between 
Powerwrap and Praemium to evidence that 
provision for support services are governed by a 
valid agreement.  
 
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 

 
 
 
 
 
No deviations noted. 
 
 

No deviations noted. 
 
 
 
No deviations noted. 
 
 
 
 
 
No deviations noted. 
 
 
 
 
 
Refer to B19.2. 
 
 

B3.5 Daily reconciliation of cash and securities 
positions between the Portfolio Administration 
System, broker holdings and custodian holdings 
are undertaken by SBS. These reconciliations are 
in relation to securities that are held by 
custodians appointed by Powerwrap Limited and 
have direct data feeds to the Portfolio 
Administration System. 
 
These reconciliations are reviewed by Powerwrap 
Reconciliation Team Leader to identify 
inaccuracies and investigate and rectify 

For a sample of 35 cash and securities holdings, 
performed the following: 
 
 inspected that Investors’ holdings are 

reconciled with broker holdings and 
custodian holdings undertaken by SBS;  
 

 inspected the review performed by the 
Powerwrap Reconciliation Team Leader; and 

 
 

 inspected that reconciling items for 

 
 
 
No deviations noted. 
 
 
 
For 35 out of 35 samples, there was no 
evidence of review by the Reconciliation Team 
Leader.  
 
For 2 out of 35 samples, reconciling items 
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reconciling items. 
 
Controllable breaks are reconciled within 30 days. 
A controllable break occurs when and identifiable 
action or event is recorded in the Portfolio 
Administration System but is yet to be updated in 
the custodians’ records or vice versa.  
 

controllable breaks are reconciled within 30 
days. 

 

were not rectified within 30 days.  
 
We noted however that reconciliations are 
being performed as indicated by testing above 
with no deviations noted. Reconciling items 
are being identified and rectified. 
 
As it relates to the two reconcilable breaks 
that took longer than 30 days, management 
was aware of the reconciling items and 
reasons for delays to resolve the matters. 
 
Refer to management’s response in Section VII 
 

B4 Transactions are undertaken only with approved brokers. 
 

 Refer to B3.2 

 
Refer to B3.2 Refer to B3.2 

B5 Asset investment and related cash transactions are completely and accurately recorded and settled in a timely manner. 
 

 Refer to B3.1, B3.2, B3.3 and B3.4 Refer to B3.1, B3.2, B3.3 and B3.4 Refer to B3.1, B3.2, B3.3 and B3.4 
 

B6 Corporate events are identified and generated, respectively, and then actioned, processed and recorded accurately and in a timely manner. 
 

B6.1 SBS performs a daily review of ASX 

announcements to identify those securities which 
are conducting relevant corporate actions. 
Applicable corporate actions are captured in a 
daily diary and sent to Powerwrap Operations 
Team. 
 

For a sample of 35 daily diaries, inspected that 

securities are captured in daily diaries. 
 

No deviations noted.  

 
 
 
 

Powerwrap Operations Team notifies the Advisors 
for applicable corporate actions/event. 
 

For a sample of 35, inspected the notification 
emails sent to the Advisors for evidence that 
corporate actions were identified and generated. 
 

No deviations noted.  
 

 

B6.2 Corporate Actions team process voluntary 
corporate actions based on the email instructions 
from Advisors. 
 
Entitlement amounts are calculated by the 
Portfolio Administration System and are 

For a sample of 35 corporate actions, performed 
the following: 

 
 inspected email instructions received from 

Advisors;  
 

 inspected that quantities and cost of the 

 
 
 
No deviations noted. 
 
 
No deviations noted. 
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reconciled to the sponsoring broker and 
custodian. 
 
Where the corporate action is for additional 
securities, on allotment date, the allotment of 
those additional securities is processed on the 
Portfolio Administration System by the 
Operations Team. 
 
 
 
Certain events which are unable to be processed 
within 5 business days are managed on a 
Corporate Action tracker until finalization. 
 
 

selected corporate actions per entitlement 
agree to investment quantities and cost 
reflected in the investor’s trading activity to 
evidence that corporate action was recorded 
accurately; and 

 
 where additional shares were scaled back, 

inspected that quantities, costs and any 
refunds were adjusted and reflected in the 
investor’s trading activity.  
 

For a sample of 3 months, inspected the 
Corporate Action tracker to evidence that events 
are being managed. The tracker contains 
information to monitor the aging and current 
status of each event. 
 

 
 
 
 
 
 
No deviations noted. 
 
 
 
 
No deviations noted. 
 

Also refer to B3.5 
 

Also refer to B3.5 
 

Also refer to B3.5 
 

B7 Client new monies and withdrawals are processed and recorded completely and accurately on a timely basis, and withdrawals are authorised. 

 Refer to B3 and B13 
 

Refer to B3 and B13  Refer to B3 and B13 
 

MAINTAINING FINANCIAL AND OTHER RECORDS 

B8 Accounts are administered in accordance with the client agreements. 

 Refer to B1.3, B1.4 and B13.3 
 

Refer to B1.3, B1.4 and B13.3 
 

Refer to B1.3, B1.4 and B13.3 
 

B9 Changes to non‐monetary client data (for example, address changes and changes in allocation instructions) are authorised and correctly recorded on a 

timely basis. 
 

 All changes to Investor’s static data are made by 
SBS based on signed Investor instructions or 
request forms sent by the Investor to the 
Investor-servicing desk for processing. 
 
Investor’s static data comprise of: 
 Name 
 Address 
 E-mail 
 Nominated bank account 

 Trustee 

For a sample of 35 changes to Investor’s static 
data, performed the following: 
 
 inspected signed Investor instructions to 

evidence that Investor’s static data changes 
are authorised; and 
 

 inspected that Investor’s static data change 
in the Portfolio Administration System agree 
to instructions received from Advisor. 

 

 
 
 

No deviations noted.  
 
 
 

No deviations noted.  
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  inspected that requests are then reviewed 
closed by Powerwrap management through 
the ticketing system. 

 

No deviations noted.  
 

 

B10 Investment income and related tax is accurately recorded in the proper period. 

B10.1 
 

Dividend income for listed securities and related 
tax credits are automatically loaded to client 
accounts on allotment date. The Platform 
Administration System automatically calculates 
the expected dividend income and on payment 

date actual income is auto loaded. An auto 
matching is performed by the Platform 
Administration System to identify any 
discrepancies. 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

Inspected Services Agreement between 
Powerwrap and Praemium to evidence that 
provision for support services are governed by a 
valid agreement.  
 

 
 
 
 
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted. 
 
 

 
 

 
 
 
 
 
Refer to B19.2 
 
 

B10.2 
 

A daily reconciliation of expected income and 
actual cash received is performed and reviewed 
by SBS.  
 
These reconciliations are reviewed by 
Reconciliation Team Leader to identify 
inaccuracies and investigate and rectify 
reconciling items. 

For a sample of 20 income transactions, 
performed the following: 
 
 inspected that investors’ expected income 

and actual cash received are reconciled on 
the income report reconciliation; and 
 

 inspected the review by Reconciliation Team 
Leader.  

 
 

 inspected that reconciling items are rectified. 
 

 
 
 
No deviations noted. 
 
 
 
For 20 out of 20 samples, there was no 
evidence of review by the Reconciliation Team 
Leader.  
 
No deviations noted. 
 
We noted however that reconciliations are 
being performed as indicated by testing above 
with no deviations noted. Reconciling items 
are being identified and rectified. 
 
Refer to management’s response in Section VII 
 

B11 Investments are valued using current prices obtained from independent external pricing sources or an alternative basis in accordance with client 
agreements. 

 

 The Services Agreement with Praemium sets out Inspected Services Agreement between No deviations noted. 
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the basis for pricing each security and basis for 
valuing client investment holdings. 
 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

Powerwrap and Praemium to evidence that 
provision for support services are governed by a 
valid agreement.  
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 

 

 
 
 

 
Refer to B19.2 
 

For off platform assets, prices are sourced from 
the fund manager or Advisor. These prices are 
provided to SBS for upload into the Portfolio 
Administration System for pricing.  

For a sample of 35 off platform assets, inspected 
that prices in the Portfolio Administration System 
agree with external prices sourced from Fund 
Manager or Advisors.  

No deviations noted.  
 
 

 
 

B12 Cash and securities positions are completely and accurately recorded and reconciled to third party data. 

 Refer to B3.5 Refer to B3.5 
 

Refer to B3.5 

B13 Scheme fees and other account expenses are accurately calculated and recorded. 
 

B13.1 Rates are set up by the billings team in the fee 
schedules within the Portfolio Administration 
System once the PDS/SLA has been signed and 
approved by management at Powerwrap.  
 

For a sample of 3 SLAs, performed the following: 
 

 inspected that the SLA has been signed and 
approved by management at Powerwrap; 
and  
 

 inspected that the rates in the SLA agreed 
with the rates in the fee schedules within the 
Portfolio Administration System.  

 
 
 
 

 
 

 
 

For a sample of 3 PDS, performed the following:  
 

 inspected that the PDS has been signed and 
approved by management at Powerwrap; 
and  
 

 inspected that the rates in the PDS agreed 

 
 
No deviations noted. 
 
 
 
For 2 out of 3 samples (from a population of 14 
new advisors), rates in the SLA do not agree with 
the rates in the fee schedules within the Portfolio 
Administration System.   
 
Mitigating control identified: 
We identified a mitigating control at B13.2 and 

B13.3. 
 
Refer to management’s response in Section VII 
 
 
 

No deviations noted. 
 
 
 
No deviations noted. 
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SAFEGUARDING OF ASSETS 

B14 Investments are properly registered and client money is segregated. 
 

B14.1 
 

Powerwrap outsources custodial services to 
Ausmaq Limited, Deutsche Bank and Royal Bank 
of Canada (the “Custodians”) 
 
Service Level Agreements are in place between 
Powerwrap and Custodians. 
 
 
 
 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

Obtained and inspected the following: 
 
 SLA between Powerwrap and Ausmaq 

Limited;  
 

 The Multi Market Custody Agreement 
between Powerwrap and Deutsche Bank; and  

 
 The Custody Agreement between Powerwrap 

and Royal Bank of Canada.  
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted. 
 
 
 
 
 
 
 
 
 
 
Refer to B19.2 
 

Custodians’ provide an audited ASAE 3402 report 
which outlines the results of internal control 
testing around custodial services.  
 

Refer to B19.3 for reviews of audited ASAE 3402 
reports undertaken by Powerwrap management. 

Refer to B19.3 
 

B14.2 
 

Custodians provide quarterly and annual 
certification to certify compliance with the terms 
and conditions as set out within the SLA. 
 
 

Inspected the certification from Custodians which 
certify that:  

 
 Assets and securities held with the custodian 

are held separately from Powerwrap’s 

No deviations noted.  
 
 

 
 

with the rates in the fee schedules within the 
Portfolio Administration System.  

 

B13.2 The Powerwrap Billings Team performs a 
reconciliation against the fees that have been 
extracted from Praemium against the bank 
payment files to ensure accurate fee deductions 
from client accounts. The fee amounts are also 
reconciled with the records of the Powerwrap 
Finance Team. Any discrepancies are investigated 
and necessary actions are performed.   
 

For a sample of 3, obtained and inspected 
reconciliation of fee amounts against the bank 
payment files and reconciliation to the records of 
Finance Team to test that scheme fees are 
accurately calculated. 

No deviations noted.  

B13.3 All fee changes are amended to ensure that the 
fee structures are updated accurately in line with 
the PDS or fee amendment forms. 

For a sample of 35 fee changes, inspected that 
“Fee Amendments Forms” received through the 
ticketing system agree with fee rates in the 
Portfolio Administration System. 
 

No deviations noted.  
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assets; and  
 

 Regular reconciliations are conducted. 
 

 
 

B15 Appropriate segregation exists between the service organisation’s investment management and custody services, which may give rise to a conflict of 
interest. 
 

B15.1 Refer to B14.1 Refer to B14.1 
 

Refer to B14.1 

B15.2 Refer to B14.2 
 

Refer to B14.2 Refer to B14.2 

MONITORING COMPLIANCE  

B16 Client portfolios are managed in accordance with investment objectives, monitored for compliance with investment guidelines and restrictions and 
performance is measured. 
 

 This is not applicable as Powerwrap is not 
involved in the provision of advice to clients. 
 

Not applicable. 
 

This is not applicable as Powerwrap is not 
involved in the provision of advice to clients. 

B17 Transaction errors are rectified promptly in accordance with client agreements. 
 

 Any transaction that is identified as an error is 
rectified and financial compensation is made to 
clients, if required. An incident report is prepared 
and sent to compliance for review. 
 

All incidents are reported by operations are 
recorded by compliance in the “Incident and 
Breaches Issue Register and Error Register”. 
 

Compliance reviews all errors against the breach 
and error reporting policy to assess whether 
these errors are to be reported.  
 

Obtained and inspected the Incident and Breach 
Register and Error Register to confirm that 
compliance breaches and errors identified are 
assessed individually for any potential regulatory 
breach.  
 

No deviations noted.  
 

B18 Broker exposures are monitored in accordance with client agreements and/or offer document. 
 

 This is not applicable as Powerwrap is not a 
market participant and not a broker. Broker 
services are outsourced to third parties such as 
Pershing. 
 
 
 

Not applicable. Not applicable. 
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MONITORING SUBSERVICE ORGANISATION  

B19 Appointments of subservice organisations, including those providing investment management services, are approved, subservice organisations are 
properly managed and their activities are adequately monitored on a timely basis. 

B19.1 Powerwrap has service level agreements with the 
following third party service providers: 
 Platform providers;  
 Brokers; 
 Model managers;  
 Custodians; and 
 Back office administrator. 
 
All new third party service providers are 
approved by the Board of Directors and 
Compliance team.  
 

Obtained agreements with the following material 
third party service providers: 
 

Vendor type Vendor name 

Platform provider Praemium 

Brokers Pershing 

Custodians Ausmaq 
Deutsche Bank 
Royal Bank of Canada 

Back office 
administrator 

Sundaram Business 
Services 

IT administrator Brennan IT 

 
For a sample of 1 new third party service 
provider, inspected the SLA to evidence approval 
of Board of Directors and Compliance team.  
 

No deviations noted. 
 
 
 
 
 
 
 

 
 
 
 
 
No deviations noted. 
 

B19.2 The Vendor Relationship Manager reviews the 
performance reports provided by the service 
provider to ensure services are provided as per 
the terms set out in the SLA. 
 

Inspected the reviews performed by the Vendor 
Relationship Managers through the inspection of 
Key Performance Indicator Reports for the 
following service providers:  
 

Vendor type Vendor name 

Platform provider Praemium 

Brokers Pershing 

Custodians Ausmaq 
Deutsche Bank 
Royal Bank of Canada 

Back office 
administrator 

Sundaram Business 
Services 

IT administrator Brennan IT 

 
For a sample of 6, performed the following 
procedures over the review of service providers:  

 
 Inspected monthly minutes of meetings 

between management and the service 

No deviations noted.  
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providers where updates are discussed, 
issues are identified and resolved and action 
items are outlined and prioritised; 
 

 Inspected reports on activity and changes to 
the platform system (for Praemium); and 
 

 Inspected IT infrastructure reports (for 
Brennan IT), which cover cloud server and 
operating system updates, deployment of 
software updates and history log of calls on 
incidents managed by Brennan IT. 
 

B19.3 Powerwrap obtains audited ASAE 3402 reports 
from all third party service providers which 
outline the results of internal controls testing.  
 
Powerwrap reviews the ASAE 3402 reports and 
assesses the impact of any exceptions or report 
qualifications on Powerwrap’s control 
environment. 

Inspected management’s review of the audited 
ASAE 3402 report as at 30 June 2019 received 
from third party service providers. This review 
comprised of an assessment of relevant controls, 
testing results and user control considerations. 
 
 

No deviations noted. 
 

 
REPORTING TO CLIENTS 

B20 Client reporting in respect to portfolio transactions and holdings (including collateral) is complete and accurate and provided within required timescales. 
 

B20.1 Platform members receive an Annual Investor 
Statement within three months of the end of 
each financial year.  
 
 
 
 
 
 
 
 
 
 
Statements are prepared and reviewed, on a 
random sample basis, for accuracy and 
completeness by the Performance Reconciliation 
Analyst. 

For a sample of 35 Annual Investor Statements, 
inspected that 30 June 2018 statements were 
provided to platform members within three 
months of year-end 30 June 2018. 
 
 
 
 
 
 
 
 
 
For a sample of 35 Annual Investor Statements, 
inspected that 30 June 2018 statements are 
prepared and reviewed for accuracy and 
completeness.  

For 34 out of 35 samples, Annual Investor 
Statements were not provided within three 
months of the end of the financial year.  
 
We noted however that statements are prepared 
and reviewed for accuracy and completeness with 
no deviations noted. While the statements were 
not provided within three months of the end of 
the financial year, they were provided to 
members in October 2018. 
 
Refer to management’s response in Section VII 
 

No deviations noted. 
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INVESTMENT ADMINISTRATION 
 

Control 
Reference 

Control Activity Test Procedures Results of Tests 

ACCEPTING CLIENTS 

E1 New accounts are set up completely and accurately in accordance with the Scheme PDS, Compliance Plan and applicable regulations. 
 

 Refer to Investment Management section, 
B1.3, B1.4 
 

Refer to Investment Management section, 
B1.3, B1.4 

Refer to Investment Management section, 
B1.3, B1.4 

E2 Complete and authorised client agreements are established prior to initiating investment activity. 

 

 Refer to Investment Management section, 
B1.3, B1.4 
 

Refer to Investment Management section, 
B1.3, B1.4 

Refer to Investment Management section, 
B1.3, B1.4 

AUTHORISING AND PROCESSING TRANSACTIONS 

E3 Portfolio transactions are recorded completely, accurately and on a timely basis. 
 

 Refer to Investment Management section, 
B3.1, B3.2, B3.3, B3.4 
 

Refer to Investment Management section, 
B3.1, B3.2, B3.3, B3.4 

Refer to Investment Management section, 
B3.1, B3.2, B3.3, B3.4 

E4 Corporate actions are actioned, processed and recorded accurately and on a timely basis. 
 

 Refer to Investment Management section, 
B6.2 
 

Refer to Investment Management section, 
B6.2 

Refer to Investment Management section, B6.2 

E5 Expenses are appropriately authorised and recorded in accordance with the service level agreement and/or client instructions, on a timely basis. 
 

 Refer to Investment Management section, 
B13.1, B13.2, B13.3 
 

Refer to Investment Management section, 
B13.1, B13.2, B13.3 

Refer to Investment Management section, 
B13.1, B13.2, B13.3 

MAINTAINING FINANCIAL AND OTHER RECORDS 

E6 Accounts are administered in accordance with client agreements. 
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 Refer to Investment Management section, 
B1.3, B1.4, B13.3 
 

Refer to Investment Management section, 
B1.3, B1.4, B13.3 

Refer to Investment Management section, 
B1.3, B1.4, B13.3 

E7 Changes to non‐monetary static data (for example, address changes and changes in allocation instructions) are authorised and correctly recorded on a 

timely basis. 
 

 Refer to Investment Management section, 
Control Objective B9 
 

Refer to Investment Management section, 
Control Objective B9 

Refer to Investment Management section, 
Control Objective B9 

E8 Investment income and related tax are accurately calculated and recorded on a timely basis. 
 

 Refer to Investment Management section, 
Control Objective B10.1 
 

Refer to Investment Management section, 
Control Objective B10.1 

Refer to Investment Management section, 
Control Objective B10.1 

E9 Investments are valued using current prices obtained from independent external pricing sources, or an alternative basis in accordance with client 
agreements. 
 

 Refer to Investment Management section, 
Control Objective B11 
 

Refer to Investment Management section, 
Control Objective B11 

Refer to Investment Management section, 
Control Objective B11 

E10 Issue and cancellations of shares/units are recorded completely and accurately in the financial records and units on issue are regularly reconciled to data 

provided by custodians. 
 

 Refer to Investment Management section, 
Control Objective B3.1, B3.2, B3.3, B3.4 
 

Refer to Investment Management section, 
Control Objective B3.1, B3.2, B3.3, B3.4 
 

Refer to Investment Management section, Control 
Objective B3.1, B3.2, B3.3, B3.4 
 

E11 Cash and securities are completely and accurately recorded and reconciled to third party data on a timely basis. 
 

 Refer to Investment Management section, 
Control Objective B3.1, B3.2, B3.3, B3.4, B3.5 
 

Refer to Investment Management section, 
Control Objective B3.1, B3.2, B3.3, B3.4, B3.5 

Refer to Investment Management section, 
Control Objective B3.1, B3.2, B3.3, B3.4, B3.5 

E12 Reconciliations between different systems, including the investment ledger, general ledger and administration system, are performed on a timely basis. 
 

 Refer to Investment Management section, 
Control Objective B3.5 
 

Refer to Investment Management section, 
Control Objective B3.5 

Refer to Investment Management section, 
Control Objective B3.5 

MONITORING COMPLIANCE 

E13 Errors are identified, notified to clients and rectified promptly in accordance with client agreements. 
 

 Refer to Investment Management section, 
Control Objective B17 
 

Refer to Investment Management section, 
Control Objective B17 

Refer to Investment Management section, 
Control Objective B17 
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MONITORING SUBSERVICE ORGANISATION 

E14 Appointment of subservice organisations, including those providing investment administration, are approved, subservice organisations are properly 
managed and their activities are adequately monitored on a timely basis. 
 

 Refer to Investment Management section, 

Control Objective B19.1, B19.2, B19.3 

Refer to Investment Management section, 

Control Objective B19.1, B19.2, B19.3 

Refer to Investment Management section, 

Control Objective B19.1, B19.2, B19.3 

REPORTING TO CLIENTS 

E15 Periodic reports to clients, including calculation of net asset value if required, are accurate and complete and distributed on a timely basis. 
 

 Refer to Investment Management section, 
Control Objective B20 
 

Refer to Investment Management section, 
Control Objective B20 

Refer to Investment Management section, 
Control Objective B20 

E16 Annual reports and accounts are prepared in accordance with applicable laws and regulations. 
 

 Refer to Investment Management section, 
Control Objective B20 

Refer to Investment Management section, 
Control Objective B20 
 

Refer to Investment Management section, 
Control Objective B20 
 

TAXATION 

E17 Tax policy is updated and reviewed on a timely basis. 
 

 Listed Assets: Praemium is responsible for 
managing the tax components such as franking 
credits, CGT events.  
 
This is governed by the signed SLA with 
Praemium. 
 

Unlisted Assets: Tax components are sourced 
from fund managers and Advisors. Sourced 
values are provided to Praemium for upload and 
set up in the Portfolio Administration System. 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

Inspected Services Agreement between 
Powerwrap and Praemium to evidence that 
provision for support services are governed by a 
valid agreement.  
 
 
 
 
 
 
 
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted. 
 
 
 

 
 
 
 
 
 
 
 
Refer to B19.2 
 
 

E18 Tax information components and attributes used in the preparation of the income tax computation (current and deferred) are complete and calculated 
accurately in accordance with tax policy or as agreed with clients. 
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 Praemium is responsible for managing the tax 
components such as franking credits, Capital 
Gains Tax (“CGT”) events. This is governed by 
the signed SLA with Praemium. Powerwrap 
updates the tax amounts for adjustments, if any, 
are required due to reasons such as non-
availability of tax file number on the system. 
 
Income tax calculations are performed with 
guidance from Praemium in accordance with the 
agreed terms captured in the SLA. 
 
Service level reviews are undertaken by 
Powerwrap management. 
 
Off-Platform Assets: Tax components are sourced 
from fund managers and Advisors. Sourced 
values are then manually input by Powerwrap 
into the Income Book in the Portfolio 
Administration System.  

 

Inspected Services Agreement between 
Powerwrap and Praemium to evidence that 
provision for support services are governed by a 
valid agreement.  
 
 
 
 
 
 
 
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 
For a sample of 35, inspected that the 2018 
Distribution Statement or Payment Advice agree 
with tax components in the platform.  

No deviations noted. 
 
 
 

 
 
 
 
 
 
 
 
Refer to B19.2 
 
 
No deviations noted. 
 
 

E19 Difference between tax and accounting treatments are identified and calculated in accordance with tax policy or as agreed with clients and reported in a 
timely manner to clients 
 

 Not applicable. 
 

Not applicable. 
 

Not applicable. 
 

E20 Current and deferred tax balances in the general ledger are accurately recorded in accordance with the tax computation, and processed in a timely 
manner in accordance with tax policy or as agreed with clients. 
 

 Not applicable. 
 

Not applicable. 
 

Not applicable. 
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INFORMATION TECHNOLOGY 
 

Control 
Reference 

Control Activity Test Procedures Results of Tests 

RESTRICTING ACCESS TO SYSTEMS AND DATA 

G1 Physical access to computer networks, equipment, storage media and program documentation is restricted to authorised individuals. 
 

 Access to the network connection equipment 
(“equipment box”) is restricted via the use of a 
lock that requires a key, where the keys to the 
equipment box are held by authorised members 
of Powerwrap staff.  
 
Physical access to server is maintained at the 
outsourced data centre of Brennan IT.  
 
 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

Performed a walkthrough to observe the 
equipment box located in Powerwrap office 
premises and verified that the access is restricted 
through the use of a lock that requires a key. 
 
 
Inspected Services Agreement between 
Powerwrap and Brennan IT to evidence that 
provision for support services are governed by a 
valid agreement.  
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted.  
 

 
 
 
 
No deviations noted.  
 
 
 

 
Refer to B19.2 
 
 

G2 Logical access to computer systems, programs, master data, transaction data and parameters, including access by administrators to applications, 
databases, systems and networks, is restricted to authorised individuals via information security tools and techniques. 
 

G2.1 User access to Portfolio Administration System is 
controlled by use of a username and password. 
 

Powerwrap outsources controls over user access 
restrictions to a third party Portfolio 
Administration Service Provider (Praemium).  
 

Praemium provides an audited ASAE 3402 report 
which outlines the results of internal control 
testing around this control activity.  
 
 
 
 
 
Service level reviews are undertaken by 
Powerwrap management. 

 
 
 

 
 
 
 
Refer to B19.3 for reviews of audited ASAE 3402 
reports undertaken by Powerwrap management. 
 
Inspected Services Agreement between 
Powerwrap and Praemium to evidence that 
provision for support services are governed by a 
valid agreement.  
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 

 
 
 

 
 
 
 
No deviations noted. 
 
 
No deviations noted. 
 
 
 
 
Refer to B19.2 
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Powerwrap users are only granted access to 
functions within the Portfolio Administration 
System in accordance with their job description. 
User access to networks is provided in line with 
their job roles and as instructed by reporting 
managers. 
 

For a sample of 9, inspected employee access to 
the Portfolio Administration System to confirm 
that access to the Portfolio Administration 
System is provided in line with job roles and as 
instructed by reporting managers. 
 
 

No deviations noted. 
 

G2.2 Access to the Powerwrap network is protected 
through the use of authorised user access and 
passwords.  
 

Inspected unique login details of employees to 
evidence Powerwrap network is protected 
through the use of authorised user access and 
passwords.   
 

Inspected Services Agreement between 
Powerwrap and Brennan IT to evidence that 
provision for support services on access to 
Powerwrap network are governed by a valid 
agreement.  
 

No deviations noted. 
 
 
 
 

No deviations noted. 
 
 

 

Access to Powerwrap Network is provided in line 
with job roles and as instructed by reporting 
managers.   
 
 
 
 
 
 
 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

Inspected network folder security groups to 
confirm that access to the Powerwrap Network is 
provided in line with job roles and as instructed 
by reporting managers. 
 
Inspected Services Agreement between 
Powerwrap and Brennan IT to evidence that 
provision for support services for user access 
rights to Powerwrap network and operating 
system are governed by a valid agreement.  
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted. 
 
 
 
 
No deviations noted. 
 
 
 

 
 
Refer to B19.2 
 

G3 Segregation of incompatible duties is defined, implemented and enforced by logical security controls in accordance to job roles. 

 
User access to Portfolio Administration System is 
provided in line with their job roles and as 
instructed by reporting managers. 
 

Inspected Praemium User Access Level file which 
is maintained by management to monitor user 
access rights. The file contains the following 
information for each user: 
 User ID and name 
 User access level 
 Date access granted 
 Status of account 

 

No deviations noted. 
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AUTHORISING AND PROCESSING TRANSACTIONS 

G4 IT processing is authorised and scheduled appropriately and exceptions are identified and resolved in a timely manner. 

 Transactions processed on Portfolio 
Administration System are managed by 
Praemium as governed by the service level 
agreement.  
 
Service level reviews are undertaken by 
Powerwrap management. 
 

Inspected Services Agreement between 
Powerwrap and Praemium to evidence that 
provision for support services are governed by a 
valid agreement.  
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted. 
 
 
 

 
Refer to B19.2 
 
 

SAFEGUARDING ASSETS  

G5 Appropriate measures, including firewalls and anti‐virus software, are implemented to counter the threat from malicious electronic attack 

 

 Anti-Virus and Firewall software are installed on 

all PCs and servers to address risk of malicious 
electronic attacks and are managed by Brennan 
IT as governed by the service level agreement. 
 
 
 
 
 
 
 
 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

Inspected Powerwrap’s SLA dated 12 June 2015 

with Brennan IT which includes security services 
including but not limited to: 
 Threat management server configuration and 

management 
 Threat management client deployment and 

management 
 Threat management server and client 

version updates but excludes upgrade 
 Virus definition update and management 
 Spam filter configuration and management  
 Virus removal from infected servers   
 
Refer to G13.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted. 

 
 
 
 
 
 
 
 
 
 
 
 

Refer to G13.2 
 

G6 The physical IT equipment is maintained in a controlled environment. 
 

 Physical access to server is maintained at the 
outsourced data centre of Brennan IT.  
 
 
 
 
 
 
Service level reviews are undertaken by 
Powerwrap management. 

Inquired with Head of Technology and noted that 
Powerwrap did not have physical access to 
servers during the period.  
 
Inspected Powerwrap’s SLA dated 12 June 2015 
with Brennan IT to verify that physical access is 
maintained by Brennan IT.  
 
Refer to G13.2 for service level reviews 
undertaken by Powerwrap management. 

 
 
 
 
No deviations noted.  
 
 
 
Refer to G13.2 
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MAINTAINING AND DEVELOPING SYSTEMS HARDWARE AND SOFTWARE  

G7 Development and implementation of new systems, applications and software, and changes to existing systems, applications and software, are 
authorised, tested, approved, implemented and documented. 
 

 Development and maintenance of applications 

and software in relation to services provided by 
Brennan IT, is performed by Brennan IT under 
the terms of the service provider agreement.  
 
 
 
 
 
 
 
 
Service level reviews are undertaken by 
Powerwrap management. 

Inspected the SLA dated 12 June 2015 between 

Powerwrap  and Brennan IT (IT external service 
provider) and verified that Brennan IT  provides 
information technology services including but not 
limited to the following 
 Hardware and software procurement  
 Infrastructure services, systems 

integration, project services (incl. Service 
Pack); and 

 Managed services and outsourcing (incl. 
Ultimate Care product).  

 
Refer to G13.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted.  

 
 
 
 
 

 
 
 
 

 
 
Refer to G13.2 

G8 Data migration or modification is authorised, tested and, once performed, reconciled back to the source data. 
 

 Data migration is tested before implementation 
and back to the source data on implementation. 

Inquired with Head of Technology and noted that 
Powerwrap has not implemented any data 
migration into Praemium during the year.  
 

Not applicable as no occurrences were 
noted during the year. 
 

 

RECOVERING FROM PROCESSING INTERRUPTIONS  

G9 Data and systems are backed up regularly offsite and tested for recoverability on a periodic basis. 

 Data and systems are backed up daily on the 
cloud server by Brennan IT.  
 
 
 
 
Service level reviews are undertaken by 
Powerwrap management. 

Inspected the SLA dated 12 June 2015 between 
Powerwrap and Brennan IT and verified that 
Brennan IT provides cloud services (incl. 
infrastructure as a Service (IaaS) and Backup 
and Recovery as Service (BRS) products. 
 
Refer to G13.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted.  
 
 

 
 
 
Refer to G13.2 

G10 IT hardware and software issues are monitored and resolved in a timely manner. 
 

 The IT Manager monitors the IT hardware issues 
via ticket logged in the service desk and closes 
the ticket upon resolution. 

For a sample of 4, inspected the ticket logged in 
the service desk to evidence that IT hardware 
issues are monitored and resolved.  

No deviations noted. 
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Monitoring and resolution of IT software issues 
have been outsourced to Brennan IT.  
 
 
 
 
 
 
 
 
 
 
 
Service level reviews are undertaken by 
Powerwrap management. 

 
Inspected the SLA dated 12 June 2015 between 
Powerwrap and Brennan IT and noted that 
Brennan IT provides the following services: 
 Access to Brennan Service Desk throughout 

the period  
 Ticket logging via online portal 
 Ticket logging via phone 
 Ticket logging via email  
 Ticket tracking via online portal  
 Ticket notifications via email  
 Online support coverage  
 Technical support for service 
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 

 
No deviations noted.  
 
 
 

 
 
 
 
 
 
 
 
 
Refer to B19.2 
 

G11 Business and information systems recovery plans are documented, approved, tested and maintained. 
 

 A disaster recovery plan has been documented 
and tested annually. 

Inspected the documented Business Continuity 
Plan (“BCP”) and obtained a copy of the BCP 
Disaster Recovery Test Outcome report dated 30 
June 2019 as evidence of annual testing.  
 

No deviations noted.  
 

MONITORING COMPLIANCE 

G12 Information technology services provided to clients are approved, managed and performance thresholds met in accordance with the requirements of 
the client agreements. 
 

 Powerwrap does not provide information 
technology services to clients. 
 

Powerwrap does not provide information 
technology services to clients. 

Powerwrap does not provide information 
technology services to clients. 
 

MONITORING SUBSERVICE ORGANISATIONS 

G13 Appointment of subservice organisations, including those providing IT services , are approved, subservice organisations are managed in accordance 
with the requirements of the client agreement and their activities are adequately monitored. 
 

G13.1 All new IT service providers are approved by 
senior management. 

For a sample of 1 new IT service provider, 
Amazon Web Services, inspected approval by 
senior management.  
 

No deviations noted. 
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G13.2 The Vendor Relationship Manager reviews the 
performance reports provided by the service 
providers to ensure services are provided as per 
the terms set out in the SLA. 
 
Service level reviews are undertaken by 
Powerwrap management. 
 

Inspected the reviews performed by the Vendor 
Relationship Managers through the inspection of 
Key Performance Indicator Reports. 
 
 
Refer to B19.2 for service level reviews 
undertaken by Powerwrap management. 
 

No deviations noted.  
 
 
 
 
Refer to B19.2 
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Section VII: Other Information provided by the Service Organisation that does not form part of Deloitte 
Touche Tohmatsu’s Opinion  
 
The information included in this Section of the report is presented by Powerwrap to provide additional information to customers and is not part of the Powerwrap’s description 
of the system nor the Service Auditor’s Assurance Report.  
 
The information included in this Section has not been subjected to the test procedures performed by the service auditor as detailed in Section VI, accordingly, Deloitte 
Touche Tohmatsu does not express an opinion on it. 
 
Management’s response to deviations noted: 
 

Control 

Reference 

Control Activity Deviations Noted Management Response 

B1.4 A New Client On-boarding Electronic Checklist 
is utilised to set up the Investor in the Portfolio 
Administration System and is marked as 
“completed” by SBS upon completion prior to 
any investment activity commencing on that 
account.  
 

For 1 out of 35 samples, one of the steps in the 
checklist was not completed.  
 
Mitigating control identified: 
Identified a mitigating control at B1.3. 
 
 

Management have confirmed that all onboarding 
tasks were completed as required for the above 
exception. An operations team member failed to 
check one of the check boxes. The process was 
enhanced during the financial year reducing the 
risk of further deviations. 
 

B3.5 Daily reconciliation of cash and securities 
positions between the Portfolio Administration 

System, broker holdings and custodian 
holdings are undertaken by SBS. These 
reconciliations are in relation to securities that 
are held by custodians appointed by Powerwrap 
Limited and have direct data feeds to the 
Portfolio Administration System. 
 
These reconciliations are reviewed by 
Powerwrap Reconciliation Team Leader to 
identify inaccuracies and investigate and rectify 
reconciling items. 
 
Controllable breaks are reconciled within 30 
days. A controllable break occurs when and 
identifiable action or event is recorded in the 
Portfolio Administration System but is yet to be 
updated in the custodians’ records or vice 
versa.  
 

For 35 out of 35 samples, there was no 
evidence of review by the Reconciliation Team 

Leader.  
 
For 2 out of 35 samples, reconciling items 
were not rectified within 30 days.  
 
Noted however that reconciliations are being 
performed as indicated by testing above with 
no deviations noted. Reconciling items are 
being identified and rectified. 
 
As it relates to the two reconcilable breaks 
that took longer than 30 days, management 
was aware of the reconciling items and 
reasons for delays to resolve the matters. 
 

Management have reviewed the controls and are 
comfortable that they were being followed but 

note the lack of evidence. We are reviewing the 
process to provide improved evidence and 
comfort that the process is being followed daily.  
  
The two reconcilable breaks that took longer than 
30 days were due to the following:  

 
 the first break was due to a custodian 

holding with incorrect information in relation 
to the international stock exchange on which 
the security is held on; and  
 

 the second break was due to the dividend 
reinvestment corporate action on the 
international security where obtaining 
clarification on data took longer.  

  
In each case the break was resolved in 
accordance to the clients’ custodian holding. 
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B10.2 
 

A daily reconciliation of expected income and 
actual cash received is performed and reviewed 
by SBS.  
 
These reconciliations are reviewed by 
Reconciliation Team Leader to identify 
inaccuracies and investigate and rectify 
reconciling items. 
 

For 20 out of 20 samples, there was no 
evidence of review by the Reconciliation Team 
Leader.  
 
Noted however that reconciliations are being 
performed as indicated by testing above with 
no deviations noted. Reconciling items are 
being identified and rectified. 
 

Management have reviewed the controls and are 
comfortable that they were being followed but 
note the lack of evidence. We are reviewing the 
process to provide improved evidence and 
comfort that the process is being followed daily. 

B13.1 Rates are set up by the billings team in the fee 
schedules within the Portfolio Administration 
System once the PDS/SLA has been signed and 

approved by management at Powerwrap.  
 

For 2 out of 3 samples (from a population of 14 
new advisors), rates in the SLA do not agree with 
the rates in the fee schedules within the Portfolio 

Administration System.  
 
Mitigating control identified: 
Identified a mitigating control at B13.2 and 
B13.3. 
 

Management agree with the observations which 
are consistent with the findings of the full internal 
review that was conducted. 

 
Remediation of impacted portfolios is in progress 
and management are confident that this is not a 
systematic or widespread issue. 
 
The project is under way will enhance the 
controls around fee configuration changes going 
forward. 
 

B20 Platform members receive an Annual Investor 
Statement within three months of the end of 
each financial year. Statements are prepared 
and reviewed for accuracy and completeness 
by the Performance Reconciliation Analyst. 
 

For 34 out of 35 samples, Annual Investor 
Statements were not provided within three 
months of the end of the financial year.  
 
Noted however that statements are prepared and 
reviewed for accuracy and completeness with no 
deviations noted. While the statements were not 
provided within three months of the end of the 
financial year, they were provided to members in 
October 2018. 
 

Management acknowledges that many reports 
were not provided to the investor by 30 
September.  
 
Management implemented significant changes to 
ensure all investors will receive their Annual 
Investor Statements by 30 September 2019. 
 


